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Annual47 C.F.R. § 64.2009(el C))NI Certification

EB Docket 06-36

Annual 64.2009(e) CP J Certification for 2009

Date filed: Jan 21,2010

Name of company covered by this certification: lNPHONEX.COM LLC

Fonn 499 Filer ID: 824926

Name of signatory: Kooi Lim

Title of signatory: CEO, Managing Member

I, Kooi Lim, certify that I am an officer or the company named abO\e. and acting as an agent of
the company, that I have personal knowledge that the company has established operating procedures that
are adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R. § 64.2001 el seq.

Anached to this certification is an accompan)- ing statement explaining how the company's
procedures ensure that the company is in compliance with the requirements set forth in section 64.2001 el
seq. of the Commission's rules (see anached aftidavit. Appendix A).

The compan)' has not taken any actions (proceedings instituted or petitions filed by a compan)' at
either state commissions. the court system, or at the Commission against data brokers) against data
brokers in the past year. Companies must report on an) infomlation that they have with respect to the
processes pretexters are using to anempt to access CP I. and what steps companies are taking to protect
ePNI.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI (number of customer complaints a company has received related to
unauthorized access 10 CP?\ I, or unauthorized disclosure ofCPNI. broken down by calegoty or
complaint, e.g.. instances of improper access by employees. instances of improper disclosure to
individuals not authorized to receive the infonnation, or instances of improper access to online
information by individuals not authorized to vie\\ the information).



Statement and Affidavit Confinning Annual CP I Compliance

+ Identification of CPNI and Service Affected by CPNI Rules.

The company has established procedures and trained employees having access 10 customer data
on CPNI consistent with the definition of CPNl set rOM in the FCCs rules.

+ llses of CPNI without customer :lppro\'ftl

The company has established procedures and trained employees 'having access to, having
occasion to use CPNT, to identify. consistent wilh FCC Rules, when it is allowable to use CPNI
without requiring client authorization.

+ Uses of CJlNI requiring customer authentication

The company has established procedures and trained employees having access to. or having
occasion to use CPNl, in how to identify and properly use CPNI requiring client authorization,
consistent with the FCC's CPl\T] rules.

·to Emplo\'ee (I'aining and discipline

The company has established procedures and trained employees having access to customer data
on CP I consistent With the definition ofCPNI and the Commission's strengthened safeguards to
protect against unauthorized disclosure. The company has an express disciplinary process in
place in the event CPNI policies and procedures are not followed. In this regard, as access to
CPNl is consideroo confidential and proprietary to lnphonex. It falls within the disciplinary
policy of the company information security policy. As such, if lin)' employee conduct access to
CPNI that is not in compliance with FCC rules, the company action could be, for an employee,
denial of access to CPNI up to tennination of employment.

+ Record of Customer CPNJ Appro"al~on-Approval

At such lime when the company wishes to initiate use of CP J for marketing to its clients with
corresponding launch of a notification and Opt-In/Out process. the company will develop and
utilize a system of malfi13ining and use. Only management is allowed any marketing efforts
when it comes to areas thai concerns CPNI.

+ Procedures prorecting against disclosure of CPNI

Since the company's inceptlon, as an interconnected VolP provider. the company has
implemented procedures that comply with all FCC CPNI rules. These procedures have been
reviewed and updated in accordance with the changes implemcntcd with the EPIC CPNJ Order.
The Companies procedures include, but are not limited to the following:



+ We authenticate clienlS account credennaJs - password and account id. For backup, email
address on ~rd andlor address on record, before disclosing CP I on client initiated telephone
contacts Of busines$ office Visits.

+ Jf, on a customer mitlaicd call, the customer does not provide the correct password, caJl detail
can only be provided by sending it to the customer's address of record, or by calling the customer
at the telephone nunber of record.

.. We have instituted a policy where our customer representatives are~ allowed to prompt
the customer for L~ oorreet password by asking for readily aV&1lable biographical informalion.
or account infonnallon.

+ Clients arc provided online access to each chern's own account information using client
controlled password. If client loses password, client can, by hislher own, reset password. The
client password reset requires a valid email on record m Order for the reset to work

+ There is 3 procedure to nolify clients of account chang~ by email, to email address on record.

+ Actions taken 'gains! dati brokers :lind respon eJ to customer complaints.

There have been no actions laken against data-brokers and there have been no customer
oomplaints regardIng this type of issue.

+ Procedures (or tIotifving Isw enforcement o(Cl)N1 s~urit" brtub

The company has adopted procedures 10 notify law enforcement of CPNI security breaches. and
ensures that all dala are kept for 81 least 2 )'em. We have laken steps to ensure that all
employees are familiar with tlus requirement

I hereb alles/lhat Ihe foregoing is Irue alld correClIO Ihe besl ofmy knowledge.

Typed. Printed, or Stamped Name
My CommiSSIon Expires: _
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BEFORE ME, the undersigned authOri~~perwnatappeared~r Kooi Lim, :vho ~s pe':'Onally
knownbymeorwhohasproduced /JrtJ... ,~ c~ as IdenllflC3tton and
did execute the foregoing.

SWORN TO AND SUBSCRIBED before me thIS I' f'id3Y of~.20 Ie
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